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At a Glance

Client
mylife Diabetes Care AG, Burgdorf (CH)

Industry
Medical technology / Health Care loT

Company size
~850 employees, 15 subsidiaries, presence in more than 20 markets.

Challenge

Automated, secure certificate management for connected
medical devices across multiple international production sites,
with no manual effort for patients.

Solution

SwissPKI™ Managed Service (Saas), certificate lifecycle manage-
ment system (RA), CA keys secured on dedicated hardware security
modules (HSMs).

Result

Fully automated certificate lifecycle management across the entire
device lifecycle, from production through renewal in the field, with
mylife retaining full key ownership.
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Case Study Cloud -

Health care

mylife Diabetes Care AG (formerly part of Ypsomed AG, hereinafter
“mylife”) manufactures medical devices that patients operate via
an app on their personal smartphone. Cryptographic keys and
digital certificates are essential for secure operation, the required
data protection, and trustworthy communication.

The devices are equipped with certificates from the SwissPKI™
solution during the production process. In later use, the relevant
certificate processes are managed continuously and automat-
ically across the intended lifecycle. This makes it possible to use
certificates with a limited validity period wherever this makes sense.
It supports the security of the overall system without additional
manual effort for patients.

mylife’s systems are connected to SwissPKI™ certificate manage-
ment through its registration interface (Registration Authority
API). The CA keys of the private PKI are stored on dedicated hard-
ware security modules (HSMs). Ownership of the certificate chains
and their use remains with mylife. The specific technical expertise
required for secure and stable PKI operation is provided by libC. A
binding service level agreement, together with the manufacturer’s
ongoing development of the solution, allows mylife to focus on its
core competencies.
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Challenge

Fabian Werthmiuiller

Solution Architect and

mylife operates several internationally distributed production
sites that need to be integrated seamlessly into the central PKI
solution. Certificates are to be loaded onto the individual medical
devices automatically and reliably during the production process,
without additional manual intervention.

At the same time, integrating the PKI solution into mylife’s existing
service and system landscape places high demands on stability,
scalability, and process reliability. The various use cases must be
implemented in a way that supports safe and reliable use of the
devices by patients over the long term.

This requires largely automated certificate processes across
the entire intended lifecycle, from initial issuance through to the
renewals needed after several years. Patients should be able to
concentrate solely on the medical use of the devices.

For mylife, the focus is therefore on technical, organizational, and
operational challenges.

“In libC we found an experienced partner that
supports us with both in-depth PKI expertise
and a flexible, scalable solution. The close

collaboration and the continuous transfer of
know-how were particularly valuable for a
successful integration.”

Project Manager at mylife

Diabetes Care AG
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Solution

mylife Diabetes Care AG chose the managed PKI solution from
libC Technologies, based on the “SwissPKI™” product. The PKl is
offered as a managed service on various cloud platforms.

The implementation concept for the various requirements was
developed in joint workshops. This ensured that requirements
were correctly identified and interpreted, while also enabling a
continuous transfer of know-how from libC to mylife. The project
team was made up of experienced staff who have already deliv-
ered a range of projects successfully and who bring many years
of experience in their respective fields.

The “SwissPKI™ Managed Service” is hosted in Switzerland and
operated by libC as the manufacturer together with its partners.
The service is quickly available, cost-efficient, and easy to use.
Even the entry-level version offers the option of securing keys in
hardware security modules.

Certificate lifecycle management was given high priority. At the
same time, it was ensured that the solution is fully integrated into
mylife’s service management system. The certificates of the med-
ical devices are renewed fully automatically within the intended
cycle, without users having to take any action. SwissPKI™ is de-
signed for high performance and can process simultaneous certif-
icate renewals for thousands of devices.
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Benefit

@

The managed service approach al-
lows mylife to focus on its own core
competencies in developing and
delivering diabetes care solutions,
without having to build and main-
tain all of the specific PKI operating
knowledge in-house.

N

The complete PKI service is pro-
vided with a defined service level
agreement, establishing clear
operational and support responsi-
bilities for mylife.

»

Ownership of the keys of the trust
chains remains with the customer.
The CA keys are stored securely in a
hardware security module (HSM).

(]
Integrated lifecycle management
enables the automated issuance
and renewal of certificates and
reduces manual operating effort
for mylife.

In joint workshops, customer re-
quirements are translated in a
structured way into a viable solu-
tion concept. At the same time, the
close exchange supports a target-
ed transfer of know-how and helps
reduce unnecessary complexity
and avoidable cost drivers at an
early stage. Many years of experi-
ence and pre-built solution com-
ponents guarantee efficient inte-
gration and rapid deployment.

The standardized solution and the
clear division of responsibilities
contribute to predictable operating
costs and a solution that remains
maintainable over the long term.

@

Defined approval and issuance
processes support controlled and
traceable use of certificates.
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About mylife Diabetes Care

mylife Diabetes Care AG is a Swiss medical technology company
specializing in diabetes management solutions. Headquartered in
Burgdorf, the company aims to improve the lives of people with diabetes
through innovative medical devices and digital technologies, and to
simplify diabetes therapy.

The portfolio comprises automated insulin delivery (AID) systems, insulin
pumps, infusion sets, and digital solutions for therapy management. The
smartphone-based myLoop system connects compatible devices, supports
automated insulin delivery, and makes it easier for people with diabetes to
manage their therapy day to day.

With around 850 employees, 15 local subsidiaries, and a presence in more
than 20 markets, mylife Diabetes Care combines over 40 years of experi-
ence with a strong focus on innovation, quality, and patient-centered care.
The company is guided by four core values: Patients, Belonging, Perfor-
mance, and Ownership.

Further information about mylife Diabetes Care is available at
www.mylife-diabetescare.com.

Note: The SwissPKI™ production environment described in this case study is live. The associat-
ed medical device use cases are, at the time of publication, being prepared for commercial
use and are not yet available on the market.
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About libC Technologies SA

libC is a leading provider of solutions and services in IT security and
software development. The company is owner-managed and is
committed to Switzerland as a business location and to its capacity for
innovation. Closeness to our customers, a high degree of flexibility, and
the rapid implementation of customer-specific requirements are what
set us apart.

First-class references from numerous projects for customers in finance,
insurance, trade, industry, telecommunications, and public administration
round off the company profile.
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AnY queStionS Arrange a no-obligation consultation
about SwissPKI? with our expert:
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